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Outline

• Transitioning to the Critical Infrastructure Protection Act

• A critical infrastructure (CI) risk model

• Using the threat risk as a basis for design

• An infrastructure ecosystem

• Process for developing a security architecture provides assurance

• Vertical and horizontal integration of the security architecture

• Aspects of a security operational concept:
– Security principles;

– Security policy inputs;

– Alert levels;

– Security operational concept overview;

– Overview of incident management; and

– Detecting anomalies.

• Value proposition of an integrated security concept
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Transitioning to the Critical Infrastructure Protection Act

South Africa is in the process of transitioning from the National Key Point Act, 
1980 (Act 102 of 1980) to the Critical Infrastructure Protection Act (CIPA), 
2019 (Act 8 of 2019). 

• With the July 2021 unrest and the fire incident at Parliament in January 
2022, CIPA is a national priority. 

• The CSIR has been interacting with the South African Police Service 
(SAPS) CI regulator and CI security managers to actively contribute to the 
development of the CIPA regulations through:

– Inputs on CI risk categorisation; and

– Introducing a security capability approach to move away from just compliance.

• For CIPA, ‘threat’ includes any action or omission of a criminal, 
terrorist or accidental nature, which may potentially cause damage, 
harm or loss to critical infrastructure or interfere with the ability or 
availability of critical infrastructure to deliver basic public services and may 
involve any natural hazard, which is likely to increase the vulnerability of 
CI to such action or omission. (CIPA, S1)



A Critical Infrastructure (CI) risk model



Threat

Using the threat risk as a basis for design
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An Infrastructure ecosystem – Sectoral perspective

Black Swan

Electricity Grid 
Collapse
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The process provides assurance

Develop the solution 

(enterprise security architecture):

• Principles

• Governance

• Process

• Organisation

• Organisation, structure and people 

relating to security

• Culture

• Technical systems

• Training and Learning

• Security related facilities

Understand the problem:
• Risk Categorisation

• Threat and Security Risk 

analysis

• Scenario development (Normal 

operation and various threat 

modus operandi).

• Integrated analysis of legal and 

other constraints

• Effectiveness analysis

Develop the 

security

operational concept

Implement and validate 

• reviews, inspections, and readiness exercises
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Security operational concepts

Reaction Capability (Response)

Layer 4:

Internal 

surveillance

Layer 3:

Perimeter  

surveillance

Layer 1:

External 

surveillance

Surveillance capabilities (sensing)

Layer 2: 

Physical 

boundary

System integration, awareness and tasking (sense making) 
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Security policy inputs

• Proposed CSIR Safety and Security Policy inputs:

– Bus and taxi

– Weapons, ammunition and explosives

– Visitors

– Electronic devices

– Tenants

– Security information and communications technology

– CSIR employees

– Bring your own device 

• Policy can mitigate risks that may be difficult or impossible with other capability elements.



Security operational concept - Overview
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Overview of incident management
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Detect Gate Anomalies

Detect anomalies
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Value proposition of an integrated security concept

• The rise in security threats, including hybrid threats, globally require new approaches and 

priorities. 

• The proposed integrated security concept is bespoke and developed based on threats with 

integration into national systems and enterprise systems.

• Move from security compliance to security assurance.

• The CSIR has the capability to work with law enforcement to address security at a national 

level. The CSIR can provide smart buyer or user advice based on the security operational 

concept, security architecture with a capability roadmap.

• The security architecture may involve specialised sensors that are not commercially available. 

The next presentation will showcase an example of a specialised sensor called the Meerkat.
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