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VeristicPrint description

• The contactless acquisition tool captures a fingerprint with just a camera (such as a phone camera), 

without the need for a fingerprint scanner, in a format that can be matched against other fingerprint 

databases such at the Department of Home Affairs. 

• The feature extractor is a home-grown fingerprint minutia extractor. 

• The hasher combines a fingerprint minutia template and a password into a hash, from which neither the 

template nor password can be recovered.

• The hash matcher compares hashes that can be compared biometrically with other hashes: the hashes 

match if and only if the passwords are the same and the fingerprints are of the same finger.
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VeristicPrint components

• The technology consists of four components:

Contactless 
acquisition 

module

Feature 
extraction 

module
Hasher module

Contactless acquisition module: Accepts a colour photograph of a finger and produces a scanned image of the 

finger as would be produced by a fingerprint touch scanner. This ensures interoperability with standard fingerprint 

technologies.

Feature extraction module: Accepts a scanned image of a fingerprint and extracts minutiae points to create a 

fingerprint template.

Hash matcher 
module
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VeristicPrint components continued

• The technology consists of four components:

Contactless 
acquisition 

module

Feature 
extraction 

module
Hasher module

Hasher module: The hasher takes a fingerprint template and a password and produces a hash. 

⚫ The password cannot be recovered from the hash. 

⚫ Without the password, the fingerprint template cannot be recovered from the hash.

Hash matcher module: The hash matcher compares two hashes, producing a matching score. 

⚫ If the hashes come from different passwords, the matching score is zero. 
⚫ If the hashes come from the same password, then the matching score behaves like 

a biometric match of the fingerprint templates.

Hash matcher 
module
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VeristicPrint contactless acquisition

• Contactless acquisition

Figure 2: Scanned imageFigure 1: Fingerprint 
photo
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VeristicPrint feature extractor

• Feature extraction

Figure 4: International 
Organisation for 
Standardisation (ISO)  
template

Figure 3: Scanned image
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VeristicPrint hasher

⚫ If the password is strong, the password cannot be recovered from the hash.

⚫ Without the password, the fingerprint template cannot be recovered from the hash.

Figure 5: ISO 
template

+ password

Figure 6: 
Hash
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VeristicPrint hash matcher

• The higher the score, the better the match. 

• If original passwords differ, score is zero.

• If original passwords match, score is higher if original finger scans more similar.

+

Figure 7: Probed 
hash

Figure 8: Enrolled 
hash

Matching score
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Advantages

• Contactless acquisition

➢ Covid-19

➢ Ambulance personal

➢ Mobile applications with scanner

• Interoperability with standard existing systems

➢ Contactless scan image can be compared against the Department of Home Affairs

➢ Contactless scan image can be extracted with any third-party extractor.

• Security

➢ POPI Act

➢ If password is strong, neither the password nor fingerprint can be discovered from hash.

➢ Hashes can be compared without knowing password.
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Deployment models

1. Software as a service – Using restful micro services

– Remote server option

– Local server option

2. Software development kit libraries

– Integrated directly with client source code

– Linux, Windows and Android
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• Visitor management system.

• Health personnnel acquire patient fingerprint without contact and match against the Department of Home 

Affairs.

• A mobile bank application wishes to add fingerprints as an additional authentication feature, but does not 

want to store fingerprint images or templates for POPI Act reasons.

• Users do not wish to have their fingerprints stored by a third party nor transmitted over a network.

Scenarios
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More scenarios
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